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1.IF CoHIZ

1.1 Security Server & &

Security Server (%, JP-LINK ZA|f3 % ©, FMHBCRIK—2FT 04 v 2 —% v MEEHE cnBe s X A4
VEY2—NTT, ACL OFRE, v 7 ORE., ¥ 2Tl 2FEH L 9, SecurityServer (X, X7V v 7
AvE—y b EHBNA Y 8T — 27 DERY AT LicER SN, U7X POl ZHER L2 BT, 2
FATYPEYF—ERTuNA X —DRD Xy 2 —Y e fREL LT,

1.2 &R

AFE, JP-LINK ~DOShNIC 4% 75 Security Server D A4 v X b —v - 8 - EH %217 9 Security Server & X 7
LEMEEZNRE L THWETS,

1.3 MELREE
AFEZ, Linux = N—DFEH, avva—X—3v b7 =72 XU Security Server ¥ 7213 X-Road D #j{EJ5
HicoWTHIREEON#HZ BHEbLO 2R ELTHET,

14 ¥ 27 LEH
Security Server THHR—F+FINB 77y P 7+ — LI TD#EY TT,
141 Y R=bENDTT7 v b7+ — LA

FRL =T 4 VIV ART A Ubuntu 20.04 or 22.04 LTS (x86-64)
Red Hat Enterprise Linux (RHEL) 7.3 and 8
CPU #* 2 Core(or More)
RAM 4 GB(or More)
TARTEER OS "—7 4+ a3 v 10GB
fli¥—7 4 > a v (/var iLT) 20GB B
% CPU 12 % ¥ LT, 64bitdual core @ Intel, AMD, ¥ =37z D FH#HDH %2 CPU, H> AES Mo L Tw»
2bD%HERELE T,

i
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H—F Filad
TCP 5500 Security Server [H]D X v & — I Hh
TCP 5577 Security Server [#]® OCSP (Online Certificate Status Protocol)JG& D 7 = ) —

%5 - BEM A — 1+ (Security Server 2> 48EA v b 7 — 27 ~) Outbound ports to external network

R—h i

TCP 5500 Security Server [H]D X v & — I Hh

TCP 5577 Security Server [#]® OCSP (Online Certificate Status Protocol)JG& D 7 = ) —
TCP 4001 oy —oN— L DG

TCP 80 7a— N LREDOLXT v a— K

TCP 80, 443 —f#) 7 OCSP BX VA A LRAX Y TH—E R

%Zfg — v —H /LT 7+« X Inbound ports from internal network

R— b i

TCP 4000 Security Server ® WEB 2 —#—Af vV X —7 £ —ZX~D7T 7 & X
Ubuntu 1By AT L0 b D

TCP 80. 443

RHEL EHRS 2T L0 6 DR

TCP8080/8443

iXfg — v —H T 7+« & Outbound ports to internal network

R—F i

Ubuntu THH > AT Lh b D

TCP 80, 443

RHEL [HE > AT b b D

TCP 8080/8443

TCP 2080 Security Server & operational data monitoring daemon & D@ g
TCP Adapter Server & Djiif5F

80/8085/8003
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2.4 VR F—JL

2.1 Zg1#45 (Ubuntu ©i54&

211 RR PEZDKEE

FRA VLD EZITVET, [/etc/hosts] 7 7 4 A D[127.0.0.1]ICEEDOFA VL EHREL £ 1,
[/etc/hosts] 7 7 A MIT FRERED BRI N TONITHED Y A,

$ cat /etc/hosts

127.0.0.1 {your-host-name-here}

212 2—H—DEMN

Security Server D EM 21—+ —%FHK L T T,
Password Z Dt OIEFERIFER OEZRE L TL 723 0,

$ sudo adduser {your-secuiry-server-admin-username}

2.1.3 Locale

Locale #[en US.UTF-8JIcZHE L T Z X\, RDIT% /etc/environment 1B L F 3,
$ LC ALL=en US.UTF-8

214 Ny =2 R U —/RN—DEEK

X-road DNy 7 =Y YRI P Y ZBEML TL LT 0, Tida <y Fi@hodfrzkEs, 1{7CANLTE
T,

$ sudo apt-add-repository -y "deb https://artifactory.niis.org/xroad-release-deb $(Isb_release -sc)-current main"

215 U R OEBLBEOER

X-road @ apt-key ZBEML TL7Z Iy, X-Road VKTV P DEXRF—ZEHTZL2F—D ) R MTEML F
T, Tata <y FIEHcddT2 3. 1T CANLTLZ 3w,
$ curl https://artifactory.niis.org/api/gpg/key/public | sudo apt-key add -
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2.1 =R1#E (RHEL 0i5&

211 RR PEZDKEE

FRAVVLDOREZITVE T, [/etc/hosts] 7 7 4 A D[127.0.0.1]ICEEDOFA VL EHRTEL 1,
[/etc/hosts] 7 7 A MIC FREREDN B I N T NITMED » T A,

$ cat /etc/hosts

127.0.0.1 {your-host-name-here}

2.1.2 Locale

Locale #[en US.UTF-8JICZHE L T Z X v, RDIT% /etc/environment 1B L F 3,
$ LC ALL=en US.UTF-8

213 Ny =2 URY b —/N—DEE

yum EHEELTEDAA T4 THREZILIRS 22 —T 4 V74 DaLvrvavif v A=A LET,

$ sudo yum install yum-utils

X-Road ~¥» 7 — VKR kU & Extra Packages for Enterprise Linux (EPEL) V&Y + U ZEIL £ 9,
$ RHEL_MAJOR_VERSION=$(source /etc/os-release;echo ${VERSION_ID%.*})

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-
${RHEL_MA]OR_VERSION}.noarch.rpm

sudo yum-config-manager --add-repo https://artifactory.niis.org/xroad-release-

rpm/rhel/${RHEL_MAJOR_VERSION}/current

214 VR B OBZBOEE

X-Road VKRtV DEXLPEZEHTE 280 Y X MMl 3
$ sudo rpm --import https://artifactory.niis.org/api/gpg/key/public
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2.2 Security Server ® 4 > X b —/)L (Ubuntu ®F4&

22142 h—JLavwy ROEFT

Tad, Ny =YV RPEFav VP, BLE[ VAP —raw Yy FEETLTLE S,
$ sudo apt-get update

$ sudo apt-get install xroad-securityserver

UToEBEL—F -2 ET IHAIPERINED, 212 ICTERL7z2—F —ZiEEL T, <OK>HKx v
ZITLES,

, Configuring xroad-proxy
Username for X-Road admin rights

This user will be promoted to _ALL_ X-Road groups of privileges

Enter X-Road Superuser username

Security Server DX EHER R EXRET L2 DBDOIP 7T FL AR VKR =+ FES5EZANLET,
7 7 # v I Tl PostgreSQL 73 Security Server L [H] L X4 I v/ CA VAL —=ALENEDT, 7741 FDHNE
(127.0.0.1:5432)» ¥ £ < OK T 7,

, Configuring xroad-proxy |
This will be used by the Security Server to connect to the database host.

Insert database server connection string

127.0.0.1:5432

WEB 4 v & —7 = — 2 OEMEH CHH X 3 5EHED Common Name(CN)Z AN L 9,
T2 AT EBICHERTAIP 7 FL A, £7213F 2 FA(DNS)ZREL £,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved. 9
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Z ZCix CN(Common Name) i 1d, /CN=LAEZ x> 72 AT ~TiHE L, /CN={DNS %} %72 13/CN={2"&
— VTP 7 FL A ZEREL 2 v, fl 1 /CN=XX.XX.XX.XX
* REXEIL 63 FUPICHET 2 0EBH Y £9,

{ Configuring xroad-proxy |
This certificate will be used to secure internal service->secureserver connections.

Include most used hostname or IP address as as common name (CN=..) value. General form is /C=EE/O=Company/0OU=0Org Unit/CN=server.name.tld

Server reports full hostname as: ozldev2-ssl
Insert TLS certificate subject name

/CN=0z1dev2-ssl|

Kic EEEEXEIC 1T % Subject Alternate Names(SANs) % A1 L £ 3,

CN &R 2IP, /23 KA MAEZRELT T,

SANs(Subject Alternate Names)Z%iE b IP:LUEZ Vo ZATRTHEL, [PA{Z v — "V IP 7 FL A} % TRE
{72 &, fil : IP:XX XX XX.XX

* RFRIEIL 63 FUTICERET 2MERDH Y 5,

{ Configuring xroad-proxy |
This certificate will be used to secure internal service->secureserver connections.

Include all alternative names and IP addresses which will be used for accessing secure services
Format is IP:<ipaddress>,DNS:<hostname>,...

Server reports following ip addresses and hostnames: IP:10.1.20.110,DNS:ozldev2-ssl1,DNS:ozldev2-ssl

Insert TLS certificate subject name alternatives

IP:10.1.20.110,DNS:0zldev2-ss1,DNS:o0zldev2-ssl

Security Server ICXf LTV 7 TR+ 2K BHHBEAND 2 74 7 v b 2> Security Server IC7 7 & X3 2 FRICfEH X
NWHAFHEFED CN 2 AL 3,

T2 IP 7 FLA, $7213FZ FADNS)ZFHEL TLZE 0,

ZZTH/CN=LIEZ W o 72 AT RTIHEL, /CN={DNS %4} 7213/CN={7/m =~V IP T FL A} EHEL 7
T\,

* REGE 1L 63 FUTICRET 2 40 EBH Y £,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved. 10



CONFIDENTIAL

Configuring xroad-proxy-ui-api |
This certificate will be used to secure admin UI and REST API connections.

Include most used hostname or IP address as as common name (CN=..) value. General form is /C=EE/O=Company/OU=0rg Unit/CN=server.name.tld

Server reports full hostname as: ozldev2-ssl
Insert admin UI and REST API TLS certificate subject name

/CN=0z1dev2-ssl|

Kic EEEEXEIC 1T % Subject Alternate Names(SANs) % A1 L £ 37,

CN L 3HA 5 IP, /23R AMAEREL LT,

* REENL 63 FLATICERET 2 M E R H Y £ 7,

NWFERILCZTHRETDE 70—V IP 34 VAP —ABEETIFREDHY THA, 78—V P ZTH T,
EEMlT 2 L9 BENL LT,

{ Configuring xroad-proxy-ui-api
This certificate will be used to secure admin UI and REST API connections.

Include all alternative names and IP addresses which will be used for accessing admin WebUI
Format is IP:<ipaddress>,DNS:<hostname>,...

Server reports following ip addresses and hostnames: IP:10.1.20.110,DNS:o0zldev2-ssl,DNS:ozldev2-ssl

Insert admin UI and REST API TLS certificate subject name alternatives

IP:10.1.20.110,DNS:0zldev2-ssl,DNS:ozldev2-ssl

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved. 11



CONFIDENTIAL

2.2 Security Server ® A4 > X b —/)L (RHEL DiF&)

22142 h—JLavwy ROEFT

XUbuntu L EAD, A VAP —AhcHEFROAN IR ONT A, 4 VA —AEERD 720 OE I
DEFTDT, NEEZMEZRD E, A VAP —1%ZEDTL I,

$ sudo yum install xroad-securityserver

A HFA VR T 2 —ADTRCOUT—ABHEINT NS L RATF LAL—F5EINL F 5,
<A —F—L>OEFEEEOLICHEEHZ T 7Z 30,

$ sudo xroad-add-admin-user <z — ¥ —4 >

X2V T4 —"EBREBLET, [ VAP —AETHER BEFWICEFHL 2nz)

$ sudo systemctl start xroad-proxy

2.3 #32 (Ubuntu/RHEL 3£38)

231 77U —2 9y OBERTORES

A VAT —=NAETHE, —EXOKBRNAHERL £,
TEEHIH & REDOFERAFR I NIEREITZD D T A,

E3ll

$ sudo systemctl list-units "xroad

<th >
UNIT LOAD  ACTIVE SUB DESCRIPTION
xroad—addon—messagelog. service loaded active running X-Road Messagelog Archiver
xroad—base. service loaded active exited X-Road initialization
xroad—confclient. service loaded active running X-Road confclient
xroad—monitor. service loaded active running X-Road Monitor
xroad—proxy—ui—api. service loaded active running X-Road Proxy UI REST API
xroad—proxy. service loaded active running X-Road Proxy
xroad—signer. service loaded active running X-Road signer

ERT=&Y) v ri#eEnE A#EZR (Ubuntu/RHEL @)

HHE=2) v BRI, 2 F 2 )T AT —A_"DA VA —NEICT7ANAL PTCA VA —ALEINET, T
REIZ. A v — YUk T 2HGEHERE B - BT 372005 D TT,
Copyright © —ftLHE ANz v X7 b 2~—b> T 4 77 v b 7 4 — Lleks All Rights Reserved. 12



CONFIDENTIAL
He X2 ) T4 =N OBERIE € v 2 — I CIIET 5 720 ICEEAKEED 72 O, L IREIFEE 2 BV L X
ERS
KINEI NG T — 213, BEO~y ZEHR (227 —-2) OArT, ERRiiTTbhiz A v 2 — YO FRT 4 fHH
CGEB7T — %) E—YEEhELA,

241 ERE=ZXY Vv IHEDA > X F—IJL

b LIEHE=X2Y) VIBREER A v A F =L ENTwiWnWgs, Tida~ Yy F2EITL T,
Ubuntu D3F&

$ sudo apt-get install xroad-addon-opmonitoring

RHEL o4&

$ sudo yum install xroad-addon-opmonitoring

A VAP —2BOERES),#FE (Ubuntu/RHEL 3t:8@)
HHAE= 2 Y v IHEEED A v R+ —ASETH. x-road-proxy ¥ — b R B X ¢ £ 5,

$ sudo service xroad-proxy restart

FRESE T4, 7ot 2AOBBHEZEL 3,

Eall

$ sudo systemctl list-units "xroad

LTI —ABFEITINT D T & EMHERLEI 0,

UNIT LOAD  ACTIVE SUB DESCRIPTION
xroad—addon—messagelog. service loaded active running X-Road Messagelog Archiver
xroad—base. service loaded active exited X-Road initialization
xroad—confclient. service loaded active running X-Road confclient
xroad-monitor. service loaded active running X-Road Monitor
xroad—proxy—ui—api. service loaded active running X-Road Proxy UI REST API
Xroad—proxy. service loaded active running X-Road Proxy

xroad—signer. service loaded active running X-Road signer

MHEREIR, Y7 =2 vpu s Ty MREICAYESoCc, WEBULHE LY 727 AL, Y7+ =2V
DFv 74 v (PIN OFAN)ZEEL TL 72X 0,

3FNHARRE

ARFHTlE, Security Server D 4 v A b — VR OWIHARE IC O W CREE L £ 3,
Security Server DYIHHERE 2 O ERE LRl 7 BE 7 £ITD W T,
A& [JP-Link_Security Server_User_Guide | # &< 77 & vy,
Copyright © —ftLHE ANz v X7 b 2~—b> T 4 77 v b 7 4 — Lleks All Rights Reserved. 13
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3.1 Security Server DFIHARZE ICH W THERIFTHR

Kz

Security Server DHIIIFIEZ D 5 5 2T, JP-LINK O A v N1l &2 BET 2 BEDH Y £7
T—R 7 F7ANMCOVTIE, OZ1 X VEHET 20 DL, BEMRIHI TREL T BEYBH D DD LA
HYEI,

311 287741 - T—X&

OZ1 X Wit 235 —% - 7740

# SR T — % EE!

1 #FASMGEBRE T v =7 7 A v 7u = RERIER RSS2 72007 v =7 74 AT
{URL} T FIAILZZVERE S Lic7 7 A V387 ) £,
#ARFEREERENT v Ah—7 740 %7 7 A VOBURSER,

{URL} JP-Link_SecurityServer_Setup_Guide % ZHERR L 72 &
W,

2 Security Server X v oN— 27 F X Security Server DFi & D X v N— 2 T AT,

(Member Class) GOV : Burib%Rs - /N epiEs

COM : R oARZE - Mk
NGO : —ft Nl - MEEAN, DistN - MEEAR E

3 Security Server X v oN—a —F Security Server DFfFE D X v oN—a— KT,
(Member Code) Member Code DEUE HFiE L.

JP-Link_SecurityServer_Setup_Guide % ZHERR K 72 &\,

BERCHETRE - ANT28EBH2HD

# ST — 42 Bz
4 Security Server D5l 2 — F | Security Server €T % 720 DA 2 — F T,
(Security Server Code) HATICEFE N ©—EIC Security Server % @il © & 2 % T % TH

B IS L T AEZL BB ERH Y 5,

#1) Dev-SS01, Prod-SS01 etc.

5 V7727 b—=2YDOPIN | V77T b—2voPINERTT,

KNFEFE % EBIETE 10 A ETANL 23w,

* PIN 3R GATCRE LT 2 &\, Ji28—PIN 2% (R&)
L7286, B+ 32813 TcE A, PINZEKSLTL T » 7254,
FHA VAP —AZToTHWEELBERD Y £,

3.1.2 ¥HRERTE

PIHARE 21T 9 1ClE, 4 ¥ XA b= L7z Security Server 258 f# L T3 Z & #ffER L 725 2T, Web 77 v ¥
X O T URL ~7 7+ 2335, {SECURITYSERVER}NZ, ®F =2V T4+ —"DIP & F7/-I1Z DNSLTT,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved. 14
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https : //{SECURITYSERVER} : 4000/

313 WHREDERETEREND T — X

wlEla 7' 4 v
sa— SRR 7 4 1 (3.1.1 #1)

REWME 7 v u— Fig, PIHIE R
Security Server FF & D A v X— 2 5 Z(3.1.1 #2)
Security Server FTHH D A v oN—a — 1 (3.1.1 #3)
Security Server i # @ Security Server = — F (3.1.1 #4)
V7 +v 2T b—2v®PIN(3.1.1#5)

2 EEEmEZ R <

WEB 77 9 HICLLTOURLZASIL, 7T7EALTLZI W,
{SECURITYSERVER}Z., ®F* 2V F 4+ — "D IP 47213 DNS &4 T3,
https : //{SECURITYSERVER} : 4000/

2y P =7 FEIC LY, Security Server IZXF LT 4000 HFAHR— FICERET 72 A TE W ELRH D T,
ZDEIBGECESSH b v AV v (K=t 747 =74 V) EFHLTCT 722 %{ToTLZ& 0,

SSH b v AV v (K=t 747 =7 4 v 2)&FHAT 254, {SECURITYSERVERNC i3 localhost & AJ1L T
{720,

Al Ay P = 7 REICOWTIERE A v T = 2 EHE~BRWEDE L Z I W0,

IFSSH b v A ) v 7 (K=t 737 =T 4 v ) RFHAT 2550 a~y Fo—flicikh) 3,
$ ssh -L 4000:localhost:4000 {user-name}@{securityserver-hostname or IP} -i ~/.ssh/id_rsa -N

3.3 Security Server BEEBBEERANQ 7 A ~

212 CHRELZ-EHE 22—V - L Cusf v LET,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved. 15



Login

A4 7O—NIVEBRRT > Hh—T77A4AILDA »R—F

OZ1tt X vtk a = a —SAERT v h—7 74 10B11#)% 4 v K=+ LT T,

CONFIDENTIAL

¥ 70— NI T v 1 — 7 7 A viE, BRERIC XD BREREREE M T & ARFIRE M T o 2 ELAH Y 7,

MoleT V=T 7 ANEA v E=F LWL THEELEI W,

XK —NNBRT v h—7 7 A MEBROEFFICEI L Tid. JP-Link_SecurityServer_Setup_Guide % ZHERR

7ETn,

Hif Lo [Upload] K2 v # T L, A VA= 1PbF570—"UERT7 7 AV EEIRL T,

)X( X-ROAD'F  Clients Keys and certificates _ Diagnostics Settings

System Parameters _ Backup And Restore

@ x
2 s PC FHUD-F

53 WU o- ™ @

v !

N 1\ (e,
> L 90 (3 pownload ) \lupload/\
> W FANT
> @ Pk configuraticn_an GENERATED

chosaml
> BTy
| 2021.06-10 05:29

> @t

> @a-va7 |

> e Windows ()

D24NEINx | configurstion_anchotxm | XML Document (*.ami) v
(Eo ) o
“v—

MERAME AR REN, A VERE—FLET Y —7 74 NMICHEECE R WHHER L £,
AR R T X, [Confirm] R & v 2T L £ 9,

Copyright © —t:MiEAa v 87 P R~—F > T4 77 v b 74— LS All Rights Reserved.
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Confirm configuration anchor details

Configuration anchor details:

Hash (SHA-224) 71:3B:88:8C:6B:59:73:29:57:D02:06:8D:BE:AQ:FF:F4:E4:E8:E1:D9:3A'A6:8AI75E
3:02:E7:FB
Generated 2016-06-03 22:12

Continue with import?

(o) D

3.5 Security Server O fJHAER T

OZ1 X ViR T 2 A v N—a = F@IL1I#3) KPR v N=7 FRB11#2)EATILTLEI W0,
EEFICA v N—a—=F@LI#)BAN S, @I r5E. X voy—% (Member Name) fiflic ZHEH D
AUN=ZPFRINENT T, HiVT, Security Server 2 — F(3.1.1 #4) D A1 % 4T-o TL 72X\,

Initial configuration

Configuration Owner Member Token PIN
Anchor

Member Name :
Name of the member organization. 0Z1 Corporation

Member Class

Code identifying the member class (e.g., government agency, CcCOoOM
private enterprise etc.).

Member Code

Member code that uniquely identifies this X-Road member 21110001
within its member class (e.g. business ID).

Security Server Code

Info SS tutorialServer

Copyright © —t:MiEAa v 87 P R~—F > T4 77 v b 74— LS All Rights Reserved. 17
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3.6 PIN ® AH

RBICY 7 27 b =2 D PING.LI#S)DFELZITVET,

R=YDEFICY 7 =2 vD PIN BPANINTHARVWEWIEERXy -V BRRRINET, KAyt
—Y% 27V vy 27 LTCPINZANL TS, £721%, [Keys and Certificate] A == —7226, 727t &AL, [Login]7
¥RM22 Yy 242528 THPINDANEHK~ERTCE T,

*PIN D ANJIZMEZ 2 XS EBEICETLTLZ X, Jod—, #ik (K& LTLlEoHA. BEXds
LIITEITRA,

Security Server D) [EHCEIG, J OVFAEEIE2 11X PIN 28R AN GRIERFE) OREEL oTWnE T,
[Please enter softtoken PIN]Z 1 F L. PIN # A1 L ¥,
* PIN 28K A ) DIRAE Cid Security Server 1%, fthd Security Server 225D ) 7 T A Micxi L, W& L ¥ A,

)X( X-ROAD'?  clients  Keysand certificates  Diagnostics  settings ssadmin v

SIGNand AUTH Keys  APIKeys  Security Server TLS Key

| © Please enter soft token PIN

SIGN and AUTH Keys @ <

> TOKEN: SOFTTOKEN-D ¢ Login

R 2T S hiz o, [OKIR2 v 2T LET,

37 A LRR Y TH—EXDE

BALRR Y TH—CRDEREITOET,
[System Parameter] % ' L, [Timestamping Services] D[Add] & % v Z# T L 9,

Copyright © —t:MiEAa v 87 P R~—F > T4 77 v b 74— LS All Rights Reserved. 18



X-ROAD SECURITY SERVER  roksnes

3% x-roAD' Clionts  Keysand certificates  Diagnostics  Settings
N
System Parameters Backup And Restore

System parameters

Configuration Anchor 4 oownload

MASH (SMA-224) GENERATED

71:3B:88:8C:68:59:73:29:57:02:06:80:BEADFFFAELERE1 DI SAAGBATS.EI02ETFB 2016-06-

(2 upload )

-03 22:12

Timestamping Services

TIMESTAMPING SERVICE SERVICE URL

Approved Certificate Authorities

DISTINGUISHED NAME OCSP RESPONSE
CN=KLASS3-ROKSNET 2010, Solutions OU, C~EE NIA
CN=TEST of KLAS: T 2016, i imi: Solutions 00, C=EE N/A

RETDEALAZY T — 2% FERL, [OK]FZ2 v 2L ET,
BETZ2A ALYy TH— L RAFBERICKVERY T,
EBEIMICBIL Tid, JP-Link_SecurityServer_Setup_Guide % ZHERR K 72X\,

3.8 AR VELHAOWERDER

EXPIRES

CONFIDENTIAL

[Key and Certificates] > [softToken] %R, [+Add Key]+ % v ## L, AUTH ¥— GFIEH) & SIGN F—

(BALHAD) 24K L £,

SIGN and AUTH Keys API Keys Security Server TLS Key

SIGN and AUTH Keys @ QA

v TOKEN: SOFTTOKEN-0 2

3.8.1 BEXLMAWEFDERL

[+Add Key] K% v T L, SIGN ¥— (B&4H) #4ML £,
Label iX{TEOfEE AT L TL 72X 0,

Log out

7 N
( Add key )
AN a i,

* AL E HE & BL MR L CXAITE 2 2 b ROBLMWERTH B Z LA EDHIC

WicTszexshoLEd,
Key Label o1l : Sign
WHA FTIRUT IR, BLHBEHD Label 1Z[Sign] & Lz&E Lm0 9,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved.
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Add key

Key details

o

You can define a label for the newly created Key (not mandatory)

Key label

‘ CANCEL ’

Sign

[NEXT]HEZ v % T L. CSR 0FMiEREzZEL 9,

NEXT

CONFIDENTIAL

Usage SIGNING
Client BHM AT O Mz R~ 3 E

{X-Road Instance}:{Member Class}:{Member Code}

Certification Service

MMABREIC XV R Y 5,

X EBHICEI L T3, JP-Link_SecurityServer_Setup_Guide % Z#ERR

7ETn,

CSR Format

PEM 43 PEM JEslZ IR L T 723w,

Copyright © —fitLHEAN T v X7 b A~ = b2 T4 7T v b 74— Ll

22 A\
29 %

All Rights Reserved.
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Add key

© 2 )

Key details CSR details
Usage
Usage policy of the certificate: signing messages or SIGNING -

authenticating Security Server.

Client
X-Road member the certificate will be issued for. roksnet-dev:COM:21110002 v

Certification Service

Certification Authority (CA) that will issue the certificate. _ v

CSR Format
Format of the certificate signing request according to the CA’s PEM -
requirements.

( Cancel > <Previous> m

SN O CN o 4 il AR m SN E T 0T, MR L, [OKIRX v 2T L LT,

BELAMERD CSR 77 AND XY vu— FHEFBINETOT, RUNCRE LTI W,

3.8.2 FRALHM B D LR

[+Add Key] K& v %4 F L, AUTH ¥— GEIFH) 4K L £,
Label IZfEEDfEZ AT) L TL 72X\,
* PO R L B M e CXBlT& 2 2 &, RUGEIERMERcH 5 Z L 5D HIC
WicTszexstholLEd,
Key Label o : Auth
WHA FTRUTIZ, ZIEHME#O Label iC[Auth] & L2868 R0 $3,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved.
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Add key

o 2] .

Key details OSR details

You can define a label for the newly created Key (not mandatory)

Key label Auth

CANCEL NEXT

[NEXT]H % v %4 F L. CSR OFFfilifias & L £9,

Usage AUTHENTICATION

Certification Service | FIFEREIC XV A £ 7,
XEREHHICEI L T3, JP-Link_SecurityServer_Setup_Guide
Z CHER I v,

CSR Format PEM X3 PEMJERXZ#EIRL T 230,
Add key
Key details CSR details 5 t
Usage
Usage policy of the certificate: signing messages or AUTHENTICATION -

authenticating Security Server.

Certification Service

Certification Authority (CA) that will issue the certificate. _ v

CSR Format

Format of the certificate signing request according to the CA's PEM -
requirements.

Ccancel | Previous | m
N RN

SN [ tf CN o 4 MR 2R R S nhE 0T, XL, [OKIF & v 2T LT,
AAEEHD CSR 7 7 A VD Xy v — Fofii e nE DT, RUNCREL TS E I W,

Copyright © —f#MiEAZ v 87 P 2~— b2 T 4 77 v b 74— LS All Rights Reserved.
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3.9 CSR 7 7 4 )L DA

ECERL7-2B4H.ZIAHD CSR 7 7 A VO XfHERICEI L Tk, JP-Link_SecurityServer_Setup_Guide
Eﬁm}\ < 7: X Wy,

3.10 SERRE D E &K
3.91cT OZ1 *i:’\ CSR7 741 /V%%'{Tj‘]ﬁb‘ftﬁé\ 0Zz1 *i:i)) s nﬁm&U%%ﬁHnﬁﬁﬂi%l—L L ij—

3101 BLRETHEOA > F— F
[Importcert.] KXV XV A vA—+FT2BLMHMHAFLZEIRL, [OKIR2 v 2 LT T,

v TOKEN: SOFTTOKEN-D ¢ Log out

( @ Addkey ) A import cert.

AUTH Keys and Certificates @ Noissues
NAME & 0 ocsp EXPIRES STATUS
clﬂ auth_key Generate CSR
& ceouest 01C85CF4128818B89C64CO6D8DBEGADASEAETEFF Delote CSR
@ NOIssUES
NAME & i ocsp EXPIRES STATUS
Q,  sign_key Generate CSR
Q" Request 67105D704E8E91C2C1E7704215D8D468855377AC Delete CSR

3102 FEALAIIAEZED A iR — b

[AER I [Import Cert. | R X v AN L, OZ1 X ViREIN-ZEEHAMHETOA v F— P %2fTo TLZ 3 W0y,

SHEFFHEFIAE IR 4 v K — FEHZ O S CTlX. OCSP Disabled (fE54) DIRBECE IR I N T T,

Copyright © —ftLHE ANz v X7 b 2~—b> T 4 77 v b 7 4 — Lleks All Rights Reserved. 23
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SIGN and AUTH Keys @ 2

v TOKEN: SOFTTOKEN-0 2

Log out
© Addkey B import cert.
v AUTHKey @ NOIsSUES
NAME & n ocsp EXPIRES STATUS
Q  auth_key Generate CSR
& o B 035.08-13 v SAVED Register
v+ SIGN Keys and Certificates @ NOIssUES
NAME & n ocsp EXPIRES STATUS
Q, Generate CSR
8 request 67105070 Delote CSR

SEFHEFHE D 5 )L %8R L. [Activate] R X V2T LT F X0,

Certificate X

-

0 Deleten"\)

( Activate )

Hash (SHA-1)

Version: 3
Serial: 113997498268965796
Signature Algorithm: SHA256withRSA
Issuer Distinguished Name: CN=TEST of KLASS3-ROKSNET 2016, OU=Sertifitseerimisteenused, O=Roksnet Solutions OU,
C=EE
Not Before: Thu Jan 20 2022 18:28:05 GMT+0900 (BAEER)
Not After: Mon Aug 13 2035 15:54:08 GMT+0900 (BAIE%H)
Subject Distinguished Name: CN=Green Bioanalytics, SERIALNUMBER=21110002, OU=Corporate Authentication 1,
O=Green Bioanalytics, L=-, ST=-, C=JP
Public Key Algorithm: RSA
RSA Public Key Modulus:
8f:92:e5:2d:6f:1f:2¢:7f:47:08:25:69:9b:d7:90:2f :¢2:bf:91:86
T4:43:51:78:27:80:12:88:01:¢9:¢1:73:09: 0 b6 e2a:96:15:09:91
ab:f1:c2:5a°4a:91 da 6d-e4:92:01:08:8f 4b:44:48:26:39:98:65
22:69:92:27:70:2abh 22 hh a7 T ea cf :d9-e1:36:95:82:92:81:3d

3.10.3 Security Serve O+ > X — &%

RREHREHFE O L a2 — FZER L, [Register| R & v 2N L £ 3
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SIGN and AUTH Keys @ <

v TOKEN: SOFTTOKEN-0 2 Log out
( o Add keyr ) (8 importcert. |
v AUTH Keys and Certificates @ NoIssuEs
NAME & n ocsp EXPIRES STATUS
Q  auth key Generate CSR
.., TEST of KLASS3-ROKSNET 2016 113997498268965796 Disabled 2035-08-13 v SAVED
v SIGN Keys and Certificates @ NoissuEs
NAME & n ocsp EXPIRES STATUS
Q,  signkey Generate CSR
,., Request 67105D704E8E91C2C1E7704215DBD468B55377AC Delete CSR

Security Server ® 7’0 — 3L [P £ 7213 DNSH D AT Z kDb T T, E»r b8t F 2 T4 F—"~7T
X RAB[RETCHBIPTFL R (Fu—"LIPT7FLXR) £713 DNS 4% (63 XFLURN) ZASTTLTL X0,
ZASL, [OKIFZ vy 2T LET,

Registration request

Security server DNS name
or IP address

ZZECOEENTET 3% &, Status 23[registration in progress] & 72 V) ¥ 37,
SIGN and AUTH Keys @ A

v TOKEN:SOFTTOKEN-D 2 Log out

\ : o Add key‘ ) ( g i Import cert. ) )

v AUTH Keys and Certificates

NAME & 0 ocsp ExXPIRES sTATUS
Q,  authkey Generate CSR
& TEST O KLASS3.ROKSNET 2016 113997498268965796 2035-08-13
v SIGN Keys and Certificates & NOIssUES
NAME & D ocse EXPIRES STATUS
Q  sign_key Generate CSR
e
roksnet.dev:COM:21110002 Good 2035-0813 @ REGISTERED

Copyright © —t:MiEAa v 87 P R~—F > T4 77 v b 74— LS All Rights Reserved. 25
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OZ1 L COIEEDNTE T 35 &, LUTF D X 9 ic[Registered]iC Status 2SHEHT X E 7,

SIGN and AUTH Keys @ 2

v TOKEN: SOFTTOKEN-0 2 Log out

© Aaddkey ) 4 import cert.

t @ NOIIssuE s
NAME & D ocsp EXPIRES STATUS
o\ auth ke Genera te CSR
A ROKSNET 1 @ REGISTERED
@ No1ssuEs
o csi EXPIRES STATUS
Q Generate CSR
L ! COM:21 y @ REGISTERED

* 3 L, 2 EFEHDWIC[Registered] & 72 b B \WIBAITIZ CSPFC ¥ F— F TR I ~THEEL ZE 0,

LA EC, Security Server ® 4 ¥ X b =V R OFIHAREIXTE T &7 0 £ 3,
7747V FDBM, T2V - R0BMETIHT, MHkE 0T —2EESREE Y T,
SR 7R BOE ik 7r Eic 0w Tl [JP-Link_SecurityServer_User_Guide] # %< 77X\,

4. BROBEFEY

LToTETHERADEX 2 74 3 —h b, OZ1 BHE L -BBHEZH OV — v 22 EfT L <, MEEY
Security Server D4 Vv A b — VR UHIHREDR TE T I 2R T80 TE LT,

HLETYH Y - R FBUEERZHNE LY — 2 TH 2720, EROEH TRt nER I s &
ZHIHEE L7Z2DDOTRIPY TRA, T—2HNEFLCOWTRTERLALEINLRERELSH D 7,

4-1. 77 & XE[T 5 HREE

BUETERE D 72 OZ1 # O BUEIEEM 7 — 2 ¥ — e X~D 7 7 v MM GHGEEZ L T T 0,
7 7 & AWM 55 ICB L CiX, JP-Link_SecurityServer_Setup_Guide % ZHEFR L 723\,

A-2. T Ut RIEM GBI DOHER

FECHEER OZ1 thic <, BUBERHT — X2 —v RAD T 7 v AMEMNGHRTLHL 7,
HIEL T3 DT, RETTOHEEZZTTHLLUTOFIEEZE ML 72X v,

e
i
ot
=3
A
S
I
R
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4-3. BREFERRA I~ FDEIT

EF 2V T AT ="V VA= E N =Nl [ Vv LIREET, UToa<wy FEERITLEI N,
$ curl http://localhost:8080/r1/roksnet-dev/COM/21110001 /testSecurityServer/test-api/hello -H 'x-road-client:
[EN{EBRSE x-road_instance]/[XT4R Security Server ® member_class]/[ X5 Security Server ® member_code]/[*f

R Security Server @ subsystem_code]'

%
$ curl http://localhost:8080/r1/roksnet-dev/COM/21110001/testSecurityServer/test-api/hello -H 'x-road-
client: roksnet-dev/COM/99999999/testSecurityServer'

A4-4. EITHEEDHES
FER TN, UTLRBRY AT — & 25RAIZ N E T,
L

{

"status": "ok"

}
XEEECT — 2 RWIC X Y| IGEONEIEF LRL L ERCFA—TEAVWEARH Y 5,

VEITIG L TUTZRC X0,
ZEE K} © X-Road: Message Protocol v4.0

https://github.com/nordic-institute/X-Road/blob/master/doc/Protocols/pr-mess_x-road_message_protocol.md
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o= H Ak 2V JE

1.0.0 2022/1/1 HIRFEAT

1.1.0 2023/1/1 e

1.2.0 2023/1/30 & 2% € B g ¥ % JP-Link_SecurityServer_Setup_Guide IZ 54
1.2.1 2023/3/6 BOETER 7 7 4 + @ URL BN

1.2.2 2023/3/14 B 72 5 1E

1.2.3 2023/12/12 BBl % REST +— ¥ A TIT9 X 5 Ic&H

1.2.4 2023/03/07 BludtERE PORT A
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